Abstract-Application of fuzzy rule interpolation (FRI) has been escalating for making intelligent systems viable in many areas. However, requirements of such systems may change over time and the supporting static rule base may not be able to provide accurate interpolation results in the long run. Dynamic fuzzy rule interpolation (D-FRI) is one of the potential solutions for this problem, a such has been developed in the last few years to fulfil the requirements of dynamic and pertinent rule bases for intelligent systems. Nevertheless, applications of the proposed D-FRI approach need further investigation. One potential application is for network security that is one of the biggest concerns of any organisation irrespective of their size and nature of business. Intrusion detection systems (IDSs) are considered as one of the most popular and effective security tools for generating alerts to systems or network administrators to inform possible or existing threats. A standard IDS may not be very effective or even unsuitable for an organisational or individual's requirements. This paper presents an application of D-FRI for building an effective IDS. In this implementation, the most popular open source IDS, Snort is used and the resultant intelligent IDS is named D-FRI-Snort. Experimental analysis shows that the integration of D-FRI with the IDS Snort provides an additional level of intelligence to predict the level/sensitivity of possible threats. It also provides a dynamic rule base by promoting new rules based on the current network traffic conditions, which helps Snort to reduce both false positives and false negatives.
I. INTRODUCTION
Fuzzy rule interpolation (FRI) has been an established reasoning approach and successfully applied in dealing with many problems. However, one of the major issues with most current approaches to FRI is the use of a static fuzzy rule base. This affects the accuracy of the system in a long run because of the out of date rule base. In order to maintain the accuracy and relevance of such an application system, it is essential to supply and use a dynamic and pertinent rule base. Dynamic fuzzy rule interpolation (D-FRI) is one of the potential solutions for this problem. A D-FRI approach has been developed in the last few years to fulfil the requirements of dynamic and pertinent rule bases for intelligent systems [1] , [2] , [3] . It works mainly relying on the use of a sparse rule base and a dynamic AI optimisation technique but also integrates interpolation and inference [4] . Now, the next step in the successful development of D-FRI techniques is to apply and test them in the real life applications.
Network security is one of the biggest concerns of any organisation irrespective of their size and nature of business. Amongst various security attacks, network intrusion attack is one of the major concerns, being an unauthorised attempt that compromises the confidentiality, integrity or availability of the organisational IT resources [5] , [6] . Intrusion detection systems (IDSs) are considered as one of the most popular and effective security tools for generating alerts regarding possible or existing threats, such a system monitors traffic for suspicious activity and reports its results to the system or network administrator. Intrusion prevention systems (IPS) extend IDS solutions by adding the ability to block threats in addition to detecting them [7] . Popular IDSs/IPSs include Snort, OSSEC, OSSIM, Suricata, Bro, Fragroute, BASE, Kismet, and Sguil [8] . Among all, Snort has been inducted into InfoWorlds open source hall of fame in 2009 [9] .
In many cases, a standard IDS/IPS may not be very effective or even unsuitable for an organisational or individual's requirements. Therefore, many researchers and security experts have proposed various heuristic techniques to make IDS/IPS more effective and customised for specific requirements. Several types of IDS/IPS have been proposed, including those as represented in: [10] , [11] , [12] , [13] , [14] , [15] , [16] . In this paper, by integrating Snort with D-FRI, an inference, interpolation and dynamic rule-based intrusion detection system, D-FRI-Snort, is presented [5] . This work demonstrates the success of D-FRI in helping make Snort more intelligent to predict the potential threats at accurate and detailed level.
D-FRI-Snort collects network traffic data and performs monitoring and analysis of collected data. The values of selected network parameters such as average packet time and the numbers of packets sent and received are passed to the D-FRI system. The fuzzy inference part of D-FRI generates alerts if it finds a suitable matching rule in the existing rule base. If it does not find any matching rule in the rule base then it performs interpolation to produce any alert results. Alongside interpolation, it stores the interpolation results and after a certain period of time, it dynamically promotes new rules based on collected interpolated rules. In this way, it enhances the prediction capability of the original Snort according to the current network conditions. Consequently, it reduces false positive and false negative results, by identifying the anomalies within the present network.
The remainder of this paper is organised as follows. Section II introduces the theoretical background of dynamic fuzzy rule interpolation, intrusion detection, and Snort, which are the core components of the current implementation of D-FRI-Snort. Section III elucidates the designing stages of D-FRI-Snort. Section IV simulates possible attack situations in which D-FRI-Snort will generate attack alerts, compares original Snort and D-FRI-Snort, promotes new rules dynamically to D-FRISnort rule base, and performs the simulation again to test the new rule conditions. Finally, Section V concludes the paper and suggests future areas of extension.
II. BACKGROUND

A. Fuzzy Inference with Dynamic Fuzzy Rule Interplation (D-FRI)
Fuzzy inference and fuzzy rule interpolation are two key reasoning approaches of fuzzy computational intelligence. Fuzzy reasoning is effective and useful for those systems which cannot be defined in precise mathematical terms/models due to uncertainties, unpredicted dynamics and other unknown phenomena [17] . Fuzzy inference is the process of deriving logical conclusions directly from an existing dense fuzzy rule base [18] . This rule base can be obtained from subject matter experts or extracted from data through a rule induction process. Typical fuzzy inference methods include Mamdani inference [19] , [20] , and Takagi-Sugeno inference [21] .
Fuzzy rule interpolation (FRI) works when a rule base is sparse and could not cover all possible input conditions. The accuracy of FRI results depends on the concurrent and pertinent nature of the sparse rule base. However, in the long run, a system's requirements and environment may change and thus existing rule base may not be sufficiently relevant for the problem, an FRI system needs a dynamic rule base for its long-term success. Dynamic fuzzy rule interpolation (D-FRI) offers a potential solution for this problem. A D-FRI approach has been proposed and developed in the last few years to fulfil the requirements of dynamic and pertinent rule bases for fuzzy intelligent systems [1] , [2] , [3] . An implementation that utilises transformation-based (T-FRI) [22] and genetic algorithm for optimisation [2] is shown in Fig. 1 . It also integrates interpolation and inference [4] , benefitting from both reasoning methods. Details of this D-FRI scheme are outlined here but can be found in aforementioned references.
B. Intrusion Detection
An intrusion detection system (IDS) is designed to: monitor network traffic, audit data, and examine such data for protocol anomalies, packet payload signatures that represent potential attacks, worms, and unusual/suspicious activities; and to alert the system or network administrator [23] . It is a defence system to detect and possibly prevent hostile activities that may compromise system and network security [24] . Certain IDS are capable of distinguishing between insider attacks originating from inside the organisation, and external ones [25] .
Intrusion prevention system (IPS) extended IDS solutions by adding the ability to block threats in addition to detecting them [7] . Unlike this, an intrusion detection system does not actively block network traffic. The role of a network IDS is passive, only gathering, identifying, logging and alerting [6] . Note that IDS can be classified into various categories: anomaly-based, misuse/signature-based, network-based, and host-based [6] , [26] , [27] , [14] , [28] , [29] : In anomaly-based systems, the system administrator defines the normal or baseline state of the network. Then the IDS monitors network traffic and compares it against stored patterns of normal behaviour. It alerts the administrator or user when traffic is detected which is significantly different from the normal behaviour. In misuse-based systems, the system administrator maintains a large database of attack signatures (specific attacks that have already been documented). The IDS monitors network traffic and compares it against stored patterns of signatures or attributes from known malicious threats. In network-based intrusion detection systems (NIDS), the alert software is installed only at specific points such as servers, switch, gateway, or router that interface between the outside environment and the network segment to be protected. A NIDS processes and flags any suspicious traffic through captured packets. In host-based intrusion detection systems (HIDS), the alert agent/application such as firewalls, antivirus software and spyware-detection programs are installed on every network computer that has two-way access to the outside environment such as the Internet. They can produce active response also.
C. Snort
As indicated previously, Snort is an open source network intrusion detection and prevention system capable of performing real-time traffic analysis and packet-logging on IP networks [30] . It is based on libpcap (library packet capture), a tool that is widely used in TCP/IP traffic sniffers and analyzers [31] . Snort is mainly a signature-based IDS, but also contains the benefits of anomaly-based IDS and protocol analysers. Through protocol analysis and content searching and matching, and various pre-processors, Snort is capable of detecting various attacks, including denials of service (DoS), buffer overflows, CGI attacks, stealth port scans, SMB probes, worms, and OS fingerprinting attempts [32] . When suspicious behaviour is detected, Snort sends a real-time alert to syslog, a separate alerts file, or to a pop-up window. Snort has a real-time alerting capability as well, incorporating alerting mechanisms for syslog, a user-specified file, a UNIX socket, or WinPopup messages to Windows clients using Sambas smbclient [33] .
III. DYNAMIC FUZZY RULE INTERPOLATION BASED INTRUSION DETECTION SYSTEM AND ITS IMPLEMENTATION
A. System Overview
The dynamic fuzzy rule interpolation based intrusion detection system, D-FRI-Snort is a variant of Snort based on the use of D-FRI, as shown in Fig. 2 . It enhances Snort by adding further levels of security alert and reducing false positive and false negative results. D-FRI-Snort has three main components: an intrusion detection system -Snort, a fuzzy inference system, and a dynamic fuzzy rule interpolation system. The D-FRISnort design stages are illustrated in Fig. 3 and explained in detail here. Snort is herein assumed to be installed on the host computer, on which the attacks are carried out. Overall, the system works as follows. Initially, the normal network conditions are analysed to determine the baseline parameters such as average packet time, the number of packets sent and that received, and their normal values. Then, various levels of attacks are carried out on the host computer to collect relevant data, in order to design the fuzzy sets and the original fuzzy rule base of the system. The fuzzy inference part of D-FRI assists Snort in deciding the level of port scan attack using these parameter values forming a new method that is not covered by the original Snort [34] . The system alerts with an additional threat level if it finds a suitable matching rule in the existing rule base. Otherwise, it performs rule interpolation to generate the results. Alongside the interpolation operation, it stores the interpolated results as interpolated rules. After a certain period of time the system dynamically promotes new rules based on collected interpolated rules. In this way, it enhances the original Snort according to the current network conditions. Thus, it also reduces the false positives and false negatives by identifying the anomalies within the network.
B. Network Baselining
Network baselining is the process of measuring the performance of a network in normal conditions. A network performance baseline is a set of metrics used in network performance monitoring to define the normal working conditions of an 
In general, Snort may capture many important parameters such as IP addresses, protocol details, average packet time, number of received packets, number of sent packets, packet size, packet format and dropped packets. In this study, owing to the observation of empirical results, three parameters are selected as the baseline: (1) the average time between received packets by the destination/victim in milliseconds (ATP); (2) the number of packets sent by the source in seconds (NPS); and (3) the number of packets received by the destination/victim in seconds (NPR). Clearly, such baseline parameters and their values are network-specific and therefore, may be different depending on the networking environment and organisational requirements. They are considered as fuzzy input variables and utilized in the design of the fuzzy rule base.
In the present implementation, the baseline values of the selected parameters are purely determined based on the local proxy network traffic. After observing the normal traffic conditions at the host computer, the baseline values are set to: ATP>18 ms, NPS<270 packets/second, and NPR<1000 packets/second.
C. Data Collection and Analysis
For the present application investigation, data collection and analysis is focused on port scan attack activities. A port scan attack is executed using the network scanning tools NMAP, Advanced Port Scanner and Ping. Network traffic data is collected by Snort to be further processed by fuzzy systems. In particular, data is collected during the five rounds of port scanning attack activities, which are carried out on the host with a varying number of attacking computers. In the first round, the port scan attack is executed on the host computer by only one computer. In the second, the attack is carried out by two computers, and so on. Every round goes through ten iterations to obtain a range of values for the selected parameters (ATP, NPS, and NPR). The attack activities are carried out for a week. The final abnormal data value ranges collected for the three chosen parameters are: ATP≈ 4.4 to 18 ms, NPS≈ 270 to 1700 packets/second, and NPR≈ 1000 to 4000 packets/second. Data analysis is accomplished by a combination of the Wireshark networking tool and Snort. Ranges of values for the selected parameters are analysed for each round. Time is the most effective parameter in the investigation of port scanning attacks [11] and for this reason, average time between packets is chosen as one of the deciding criteria in the current investigation. This helps differentiate the level of attack during the analysis of the range of values for ATP. In the first round, a very high value is shown when very low port scanning is used. It gradually decreases with the lowest value as the round increases. The second parameter is NPS, again a decisive factor in determining the level of attack as it increases in proportion to the number of attackers. In the first round, the lowest value is shown. Then, it gradually increases aligning with the increase of the round numbers. The third parameter is NPR, also a significant element for determining attack level, and like NPS, it increases in proportion to the number of attackers. In the first round, it shows the lowest value but it gradually increases with the number of rounds, i.e., the number of attacking computers involved.
Based on the above analysis of data, the values of these three parameters are divided into five ranges, reference to the five rounds and are named: Very Low (VL), Low (L), Medium (M), High (H) and Very High (VH). These values are employed to represent the levels of attack in the implementation.
D. Generation of Fuzzy Sets and Fuzzy Rules
For convenience, the fuzzy logic toolbox in Matlab is used to design fuzzy sets and fuzzy rules, using Mamdani's fuzzy inference method [19] . The three parameters ATP, NPS and NPR are used as three input variables for the system. The five fuzzy sets -Very Low (VL), Low (L), Medium (M), High (H) and Very High (VH) are defined (for all the variables) with triangular membership functions as shown in Fig. 4 . The output fuzzy variable is the level of port scan attack (PSA) also divided into five similarly named fuzzy sets, which is on the scale of 0 to 1, as given in Fig. 4 .
The initial fuzzy rule base is designed and tested with respect to the input and output fuzzy variables and their corresponding fuzzy sets. These rules are created depending on: the obtained value ranges; the expert knowledge of detecting the port scanning attack; and the relationship between the parameters used to detect the underlying attack in all the five rounds. Amongst the designed fuzzy rules are the examples as these selected to detect the port scan attack are shown in Fig.  5 . The final fuzzy sparse rule base, containing of 30 rules, is shown in Fig. 6 . It was developed based on the long and extensive investigations of network traffic data through various networking tools. 
E. Fuzzy Inference and D-FRI Operation
Once the fuzzy sparse rule base is designed, D-FRI-Snort is ready to perform its operation. It generates alerts with an additional level of attack identified if the observation matches with a certain existing rules. However, the sparse rule base does not cover all possible conditions. Incidentally, in general, it is difficult to obtain a complete set of possible rules to cover all the input conditions from the captured traffic data. In this situation, D-FRI-Snort would not be able to give correct results for those observations which are not covered by the fuzzy sparse rule base if only standard fuzzy inference is used [5] . This is a common problem of any fuzzy intrusion detection systems as the design of the fuzzy rule base depends on the network parameters collected from network traffic. Therefore, many fuzzy rule-based IDS often generate false results in the absence of sufficient knowledge. Fortunately, thanks to the support of fuzzy rule interpolation, D-FRI can generate interpolated results in cases where no fuzzy rule is matched with the given observation. Subsequently, it accumulates the interpolated results of frequently observed attack conditions and performs rule base modification dynamically, thereby providing a most updated fuzzy rule base for D-FRI-Snort. Thus, the system can improve the results of Snort and develop a real-time rule base for intrusion detection. This dynamic rule base also reduces the false positives and false negatives, by identifying the anomalies based on the current network traffic conditions. 
IV. EXPERIMENTAL RESULTS
This
A. D-FRI-Snort Alert Generation
The first simulation is carried out to demonstrate that D-FRI-Snort is capable of capturing and alerting in various threat conditions. The same port scanning tools NMAP, Advanced Port Scanner and Ping were used to perform port scan attack with different values of parameters. Table I and Fig. 7 show the experimental results in five different attack conditions that cover all alert levels. Now, D-FRI-Snort is working as an anomaly-based IDS, adding a new feature to the original Snort. From the D-FRI-Snort results, it is obvious that D-FRI-Snort generates detailed alerts for each level of attack, which is also easily understandable to end users. 
B. Snort vs. D-FRI-Snort Alert Generation
A specific simulation is carried out to illustrate that Snort can miss alerts in any situations from low attack to very high attack if it only works by simply finding a directly matching known signature. Therefore, Snort may not be able to generate alerts in all the port scan attack conditions that are given in Table II , while D-FRI-Snort combines the feature of anomalybased IDS and the original Snort is able to generate alerts for all the abnormal conditions based on its baseline criteria, as also shown in Table II . 
C. Dynamic Rule Promotion for D-FRI-Snort
Importantly, D-FRI-Snort also uses fuzzy rule interpolation to generate alerts when observation does not match any existing rules. Furthermore, after collecting 200 interpolated results, the GA-based D-FRI technique is applied to generate and promote new rules to enrich the D-FRI-Snort sparse rule base. The parameters of the GA employed are set to the following: crossover rate δ c = 0.7, mutation rate δ m = 0.05, population size |P| = 20, and maximum generation k max = 100. After applying GA-based D-FRI method over the 200 interpolated rules, 10 new rules are promoted to the sparse rule base as shown in Fig. 8 .
D. Accuracy of Dynamic Rules for D-FRI-Snort
The accuracy of the newly promoted rules is also checked by comparing with interpolated rules ( %dvi ) and the corresponding ground truth rules ( %dvt ), as per the representative values of the rules. The differences between conventional interpolation and the ground truths (e %ivt ) are also provided. Here the percentage error % = /range y is calculated relative to the range of the consequent variable. Table III shows the average values and standards deviation of there differences. This comparative analysis confirms that D-FRI promotes accurate rules, with derived consequent values closer to the ground truth, than those obtainable using conventional interpolation. These results also reflect that the dynamically promoted rules to the original D-FRI-Snort fuzzy rule base, not only avoid the need of future interpolations of similar observations, but also improve the inference accuracy (i.e., the quality of the rule base) overall.
E. D-FRI-Snort Alert Generation after Dynamic Rule Promotion
Having had 10 new rules are dynamically promoted to the D-FRI-Snort fuzzy rule base, D-FRI-Snort is run again for new attack conditions. It generates the five new alerts as given in Table IV . The system again outperforms the often for these five attack conditions. In this situation, it produces alerts based on existing rules using fuzzy inference. However, as shown earlier, it can also generate reasonable alerts in the absence of any matching rule using interpolation, whilst over the time, it enhances its own rule base using the interpolated results. Note that in so doing, it can also develop its rules base as a dense one depending on the requirement of the security applications. Thus, this D-FRI-Snort offers a new IDS concept which is quite different from the other traditional available IDS in the sense that it uses fuzzy sparse rule based reasoning, and supplies a real-time dynamic rule base for better accuracy. 
